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Policy Manager Getting Results Guide, HhiR=S: FTALK-GR001,
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CIP Security ¢A{¥

FactoryTalk Policy Manager B RAA R 2 HRIEX D N AENAYL., UTAHGRATIRITLSRE:

%&E
- X

- BE
RE

EBHECIZE IACS MBRVRIR, IEEhes. THISE. HMIER. iTEVIMARSE. BEEREDRRZLENR
A& ARINEIE—Xi%K,

7 IACS ME R fERIREE, ZRL2REPHILE!
HA13ZHF CIP Security WE R H/REMUTmYIRIESNE 15 TTME 17 T,

B %% ¥5 CIP Security W R FH/REBMU=RIEETHAH.
- EANIRFEZERF CIP Security, FTATERENMLTF IACS MLEHYZiI&E LBA CIP Security,
- AITEEE CIP Security fEBEIZ &R IACS HER R ZHF CIP Security BYI& &,
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X

X mERIMNgENE, KERFEIIEXBIETENE. SRR UNIIEAEIREN S HIUETS ERIFN,

A%%é}*qﬂjﬁ M, AERTXKEIRER 2R, BdEAKE, ABEEREFARIREHN

- XA EEIF CIP Security BII& &Rz #: CIP Security F918&. — 1 IACS MEHAIgEE S X
5, BE—MgERERT—TXE,

- $§32FF CIP Security BN ERMEIENXEE, REFEAZXEHREIZE,
FE—XERIgEZENEEERIE, MEARBEEEN. Alt, THRER—XIHFLEZECIEZ

=
~ Bo

TH T BEXHE CIP Security BII&&BIXIE, 140 ControlLogix 5580 =128, KA ZHF CIP Security
B9i&&, 40 PanelView™ Plus £,
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Ry

=

qn

SEEXBIIMIBAENEERRIRE. UAEDER MR, BIXKENIRE, TEEIERE.

SEBIUTANREHEZ2BIE:

- KIEEXE

- RBEIRE

C IREERXI
SEARTEERUT A AEES M UIMNIEE:

- BE IP BRIIET A - IRIEHF IP it A EHERIEEXRFR. XA Allowing,
- ERBMIEIETE - EAKRB A EHMANER IR EIRR,

EEREE 4, RELEEAZIMHERR.
NRFBEREE T HZR ARG E MK 2 B#TEE, WHIEEREIE IP 51
W ZN S ERE N HEHMKE,

Bl 4~ T ZXKERAEFHFE.
E4-R2iEE-SE

[ PC i ]
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REER
ZeiRERE FactoryTalk Policy Manager MHHZEEREENXE. KEMSEXM, UKEZEN

CIP Security B%. KIEMSFEMRR LR, R2REBIZMKENREEEXHEFEE IACS FRILE

@ RS TREEAERNREREANTRE—XE, RITENEEXFEEER 2R,
W ERERRERERBNNRET, T RMEEEREHBENATEZMEE. EHEEEE TR
R fEAERREE R IZE Z B fEA AR R & R AT 6.

XigjE

xR 47T REXIEE N BRI EF K.
x4-RER2REME

Bt A F &I FactoryTalk Policy Manager EiE:T )
Name BREEX
Description BRBEX ZONE PROPERTIES *
. . - Enable
Enable/Disable CIP Security . Disable .
— - Certificate Packaging
Authentication Method . Pre-Shared Key
. None Packaging Area
I/O Data Security - Integrity Only
- Integrity + Confidentiality Enable CIP Security
. . - Integrity Only
Messaging Security - Integrity + Confidentiality Catincel v
Integrity-On\y -
. - Enable Integrity & Confidentiality v
Disable Ports - HTTP (80) .
- Disable
Disable port HTTP (80)

BEEE BXXEEMMEZEER, 2N FactoryTalk Policy Manager Getting Results Guide,
kRS : FTALK-GR001,
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SERM

xR S5 TRESERERBNARANAIEEFTR,
x5-FER2EN

Bt A] F3%EIR FactoryTalk Policy Manager E &)
Name RAREEX
Description BFRFBEEX CONDUIT PROPERTIES »
Connection
RIES MRS ERA, FIUE i
UMEE—: - Endpoint1 (&&ZHXIH) Conduit 1
IGEEIRE - Endpoint2 (@& X3E)
IREEXE
- X EX
Authentication Method ' Trungd IP
- Certificate Packaging:1756-L85E
- None
I/O Data Security - Integrity Only

Process Area

- Integrity + Confidentiality

Certificate -

- Integrity Only

Messaging Security - Integrity + Confidentiality el ol -

Integrity & Confidentiality -

EEEE  BX Conduit Properties WEZ{ER., 15N FactoryTalk Policy Manager Getting
Results Guide, HhRS: FTALK-GR0O01,
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PREIFNEEF
W TR B35 /RE LT IACS LT CIP Security BIRRART EHIREIREE T
. WE0RE

- Y0R ControlLogix 5580 =28 F TEIETL, NGRS IREEFE XK

- TAEMIEZ ST Fib T#E ControlLogix 5580 1528

- WMRLEEEXHARILE, NI EETEEZEEIREM ControlLogix 5580 =28
- CIP 5%

e g

- FREZEEE

- BIgEEIR

- RSLinx Classic ¥4

Wim Az &
—L537 5% CIP Security f9F= REANAE AR, EXLgE L, HMIELARKORE— P ik,

BJ1R#E P tutmIFYIE i OECE CIP Security, EREBWAELUAMIRO B S#F CIP Security Big& £, ¥
MBI OERIINEHAEE, FELLRVN, RE2FREATE—HO, EABATERIIMNEHN
%o

40, 1756-ENATREERRBEBNAELUKRMNIRO, HA— P ik, AEIRECE CIP Security /5, #wH
18w 0 2 A IR ERERINGE, R2RIENAER,

ERBXHF CIP Security FIAE LIAXMiG ORIRE £, FEENZISE LNABEUANIE DB BRSBTS
SREK,

EERESE FREAEGUREUANMGBAONS mH/REBHmAF e NS $IRE (P i,
a0, CompactLogix™ 5380 1=#l28. B2, XL mBFIFHIEZH CIP Security Big&,

3R ControlLogix 5580 I=HIZF F TIEEI, MR RSIRBIZIELRN

4N2R ControllLogix 5580 =884 Fiz T, BIARFA XL TF RUN &, HE—RZA7E FactoryTalk
Policy Manager P B R £1REEY, HE R KN, WRITFHIFRATInEEIT. TiERENREEEN,
MR LEEEE R,

EERERE ZRtRETRIFERSRZREER DoS Wi,
BEFEE M — A XHEHSRHTYIRIN RN —75. BIAERISENITIEET. TR
BERIE, UEMIIHITRL 288, MEFRE, AEVIGIHENRARL R BER
R IEHIZR B NIETTIR T

7 ControlLogix 5580 X HBREARLEEX MG, EHBEANFIHIMGKHNLEREEE,
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TiEMIER 2 TFIE TEE ControlLogix 5580 14123

ZRFXTE FHIER TFE:
- FactoryTalk Policy Manager, hR7s 6.11
- FactoryTalk System Services, hi7s 6.11
- Logix Designer N FB#2R, ks 32
- ControlLogix 5580 1=#2%, ElfFhkas 32.xxx

@ ) ERIIRE, E_EEYHARERERRES D HNARE T - EERAFEITAR.

— 4

£ ControlLogix 5580 =28+ /2 A CIP Security f5, W& Logix Designer R FTZRFI B Miz XIsMiFx,
MFTERTE TEHEEHIZE, FRIETRFITHISSSEUAEH BRAgE,

—
=]
R TR
Studio 5000 Logix Designer,
T, AR SRR T i 32
TETH, BAhReRRERE HHHHEE
FactoryTalk Policy Manager i&FRo

, i
ControlLogix 5580 %=l el
2, EFHRA 32000 ===
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MERSHREXHFATE, WIELTEEETIREH ControlLogix 5580 1= Hl2%

51T Logix Designer K2R BECE BT A VFIBER T{ElL, BI Authentication Method = Trusted IP, J&i%
EZFEE R T L 2@ 58 ControlLogix 5580 =128, BI{EA Authentication Method = Certificate 3¢
Authentication Method = Pre-shared Key (PSK),

EEER #EEUTILR:
IZILI PRESRBI LS R 2ERFRIPERIES, ENIEHIEERE IACS ARESRAIRS,
- UFRBIER T A FR—XIEHH ControlLogix 5580 1= TIELL, Foiei=hssf TIEiL
UFR—KEE 8T S EERNRRXE, ZREIEHER,

TRutBECERS
FRiFREE,

1EHIER S TG
Z BT EEE,

ControlLogix 5580 &b é
EHREERTR2 i L
PN .
| = =
=g i
B = I
]
7R ILRE, EFEM PR 2REXHUERAREBEE,
TFIEAE R

FR2BERE,

1EHIZR S TG
Zia1a] LAEE,

g

[

ControlLogix 5580 = :!_‘LJ—
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CIP #i%

FoikiEd CIP AFFECE CIP Security, 130, £ TEH, 7% Kinetix 5700 Drives_1 # Kinetix 5700 Drives_2
B2 & /9 CIP Security, /9 Stratix® 5400 32 EBH,

Fi& 7 CIP Security BC& Kinetix 5700 Drive_3, FANEREE 1756 - ENATR @{SHRIR. ControlLogix Bk
K HE 1756-ENATR ESRIRIGF, BIREBBEIER 28—,

HIETE LM M LECEEREE) ControlLogix TERIZRHEE 3 AT 1756-ENATR @IS EIRAVEMIR &

1756-L85E  1756-EN4TR 1756-EN4TR

FactoryTalk Policy Manager m o f c8 _ I:F I:F W
FactoryTalk System Services
FactoryTalk Linx EXal 2
@ H |
I EEEe
Np— ==Y

Stratix 5400

i .
CIP Security %
®
1756-EN4TR 1756-EN4TR i
= E EE] TEEER
2@ "
FactoryTalk Linx 7] T L PowerFlex 755TDrives_1
Studio 5000 Logix \ X = =T | | e
Designer =] | L] i L
Kinetix 5700 Drives_1
Security
5069-AEN2TR 5094-AENTR
Compact 5000™ 1/0 FLEX 5000™ /0
s T
1734-AENTR L8 i At Kinetix 5700 Drives_3 [ [ (&7
1734 POINT I/O™ H = i
£ % FE[FE
g

P&tk 3% i

2B H A A FactoryTalk Policy Manager Byt B4l / ARS8 ae85@:d IP #thitifia] CIP Security s = Y,
CIP Security 7 Sz MLt #%4% (NAT), BN, NAT EABRN&EEE R MIMNRI&EIFIRAY IP il
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ERFIF, MIX (H281) 89 1756-ENATR BIfEEA CIP Security, EA1T NAT B9 Stratix 5700 XA &
B 1756-EN4TR B9 NAT HRFM KRR, HEMSKHIEHEE 7B NAT B, 48 FactoryTalk Policy
Manager B94MEBIT RN / BRSS2FAET Stratix 5700 KIEN FHECE B SMEREL IR IP #iibifia) CIP Security i

/TN O

£ FEM CIP Security SE¥LZ B, SEMEIE NAT, BXFMER, 158 W Deploying Network Address
Translation within a CPwE Architecture Design and Implementation Guide, Hhk=: _ENET-TD007,

28

VLAN ID - }#iR IP thiik
10 - M1 [Xig 10.10.10.1
EREER 20 - M2 X3 10.10.20.1 VLAN 40
30 - EXi 10.10.30.1 / PC IXEN
40 - PC [Xig} 10.10.40.1 4y
10.10.40.100 FactoryTalk Policy Manager
FactoryTalk System Services
VLAN 30 FactoryTalk Linx
FXiF @ssw 10.10.40.200
ShER ——=—1FactoryTalk Linx
BLEEE| Studio 5000°
= |
==
= )
SRS
10.10.30.15
, \
VLAN 10 \\ VLAN 20
/Ml X3 aD / M2 X5 dp
poEs IES \ 4 P IES \
192.168.1.x/24 —LL_ Stratix 5700 192.168.1.x/24 Stratix 5700
[~ gi’ NAT L=
3
.10
i
&
s 2
w& PIEs SpER w& RIEk ShEB
REBESMEB NAT | |M11756-EN4TR [192.168.1.10 |10.10.10.10  PIEBESMIB NAT ]| |M2 1756-EN4TR |192.168.1.10 |10.10.20.10
SMER HER ShER AEB
RXAIR 10.10.10.1 192.168.1.1 RXER 10.10.20.1 192.168.1.1
—» (OB ’REE (W) 8E
SEAxR 4—> (BF) ’EE (W) &E

+—r

(5hER) REE (AR REM (OMB) KEE (GMER) X
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ERZEEE

4, BERSREEZRT CIP Security, HLb, F7ATE ControlLogix TTRFARSHEEFA CIP Securitys

Bz FEi

L, TEFERBENEEER (ADR) REMREMA CIP Security BY IACS FMVIRE. WMREMRIGE, NHRFoh
EMBERERE,

BEEERE  HfEF 1783-CSP Proxy BRIBIGHEIZFIEA CIP Security Y IACS BY, ItLPRHIFEA,
WNRIFEREE] 1783-CSP Proxy IR & E R NAEREIGE, BIMERNIEEXRE, mRER
5. EfFhRZASH 1P sk, WEFEFHHELLIRE,
BxNE7E B LM CIP Security BY IACS £/ 1783-CSP Proxy HEZE R, 1BEN
CIP Security Proxy User Manual, HhRS: 1783-UM013,

RSLinx Classic ¥t

F &£ RSLinx® Classic #{47E IACS FSEH CIP Security, #J1f# R FactoryTalk Linx k7 6.11 SES
hR 28,
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CIP Security LIRS
ST BIERE IACS H Rockwell Automation® #= @SR CIP Security™ BIEE{K A,

BEXEERMIACSHIER, S NE 57 D187 “CIP Security SSIURBIZEN ”

AEAZEEARARENSENRR 2R, BIEREE ZKINF LMK E BRI A e~ ERERFK
DEXENSELZE2R.

BXIFARER, BENE 9 "REiFE”

ITHIRERE

IFEREH BN ERERE, FHGBIHEIEEE EtherNet/IP™ M4,

EERFEE MPRFREDMFREBUSTHHPO (PCDC) THEM,
Eih18) PCDC, &% E! http://compatibility.rockwellautomation.com/Pages/home.aspx.
- FactoryTalk® Policy Manager (hi#s 6.11) #1 FactoryTalk System Services (hR7s 6.11)
2 FactoryTalk Services Platform (ks 6.11) B92E{E,
L %24 FactoryTalk Services Platform (hg7s 6.11) BY, M REE A FHi%E$F Customize,
Fi%rh FactoryTalk Policy Manager #1 FactoryTalk System Services A IR % & EIE,

BXxEMEER, 152 W FactoryTalk Policy Manager Getting Results Guide, HhRS:
FTALK-GR0OO1,

- FactoryTalk Policy Manager (hR7s 6.20 i EShi4) & — MR L6, FactoryTalk
System Services (hRZx 6.20 SFE S hR4s) & FactoryTalk Policy Manager RE&HI—EF 57
FactoryTalk Services Platform (hx# 6.20 HEShRZA) A &IEF FactoryTalk Policy
Manager 3% FactoryTalk System Services,

© TEMARZS 6.11 AREIRRA 6.20 HESARAZ 7, BINERR T =H/REBohERIIRE (it
https://rockwellautomation.custhelp.com/app/home) , #EEUTXE:

- &{pH11E FactoryTalk Policy Manager #1 FactoryTalk System Services B9 CIP Security
=AY, ER&ItA
- RAE@EIL CIP Security SRBEIERV LR INAE FactoryTalk System Service $43E, FREH LA
- FHEHHMZE FactoryTalk Policy Manager, gtk
BB E A& #FhR FactoryTalk Policy Manager,

IACS I ELNBEUTER:
- DOIETE IACS ML CIP Security FREMI R SR
- MBRENREEFR, BEEGRE,
- FANMRIIC RN RS THRER R 1E,
- FANMBRHIERIGE Z B R NEIER.
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Bk, KA EEXIFHAZHF CIP ™ Security 897 fro T 72 H/RE ML Haiie a9z CIP Security B~
YR TFAR:

- % 157 “CIP Security 4 FBiERE

- 5 17T “ 5 CIP Security BB HIEE "~

BEEEE X CIP Security Z &, FIARAPAAEIRENRE. BEMIRIEYRIERHIT, Hlu,
TE{E%EE?&EI#FH&ZK, ERIREECE Logix Designer EEEFIER, HIiEmMEBE THE
o

iAal, ARMelEXE
RGRAEFINEENA., THRZHEDERLEREEEENEETNHE—K

Rig&EAMBIKESS, & zE#TRIVERE, RNEIERSMEERARIERE, BFIENE, &
WA “AET BXKEF, EMEEYRERE-KEPHEMISEEE, MIFK IACS FRIFMEIREEE.

40, 4NSRIE ControlLogix® 5580 = #2380 Kinetix® 5700 IXch28 AR MNEIXIE 1 H HZRBERIES, Wig&EE
AR B ATHRIE BT

X F 532 #F CIP Security Bi& & FR—XIHEARZHF CIP Security Bi&&, AILUBSARE 44818 TCP &%
#2222 UDP &E##1TBI5. ALk, THREAZHEF CIP Security Big& Z B BIE 721F 5K

Al SR X H AR I AR FactoryTalk Linx REEMFHS IACS €& BENEMITEN / RBS88. RFEH
FactoryTalk Linx BN & #ARIMABRIZ S XEFEREMEITEN / RS235 IACS 1857 2 B)EIEE Trusted IP
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IRAHABLRXEE, SIE—MFANT2ER, HRFIHSESXKENIRE.

%= 6 BREEXKEMRENT2ERE,
& 6 - RN - KiFMigHE

PC X1

XiH 1

X1 2

FactoryTalk Linx(!)
FactoryTalk Policy Manager
FactoryTalk System Services

ControlLogix® 5580 =25

ControlLogix 5580 =28

Studio 5000 Logix Designer?)
FactoryTalk View

1756-EN4TR EtherNet/IP i@{S1&1R

1756-EN4TR EtherNet/IP i@{S1&E1R

Kinetix 5700 {alfRIR G2 Kinetix 5700 {alARIXEH2S
PowerFlex® 755T 4728 PowerFlex 755T Z5 4728

PanelView™ Plus &i%(3)

PanelView Plus £ (3)

(1) ZER G R EER—GIRSEE / TR L.

(2) &% &% FactoryTalk Linx. FactoryTalk Policy Manager # FactoryTalk System Services Z MBI EN £,

(3) ZI&FEFZHF CIP Security,

el X

1. 7£ FactoryTalk Policy Manager $fit=/4, i%#% Zones,
2. f£ZONES EMT A L, 8 [+],

o

ZONE PROPERTIES

Add zones to your model!

The Overview table i where you can add, delete, and
view Zones

FTPMW1ZRZDECLEA
FTPMW1 2RIDCCLEA
& Backplane
# EtherNet, AB_ETH-1
# EtherNet, AB_ETHIP-1
s Etheriet, Ethemet
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XE#RINETIRAR, FRIAEN TR

- Name - Zone #

- Description - None

- Enable CIP Security - ZUAER FRi%EH, 1% Enable CIP Security BIEEE CIP Security X% &,

ZFONE PROPERTIES

Add devices to the zone!

3. &AM, @I =MANRMEE :
- 31T FactoryTalk Linx ZIi&&o
- FohiRINig&o
- ANO0 1P HNESEER PR E 12,

ZONE PROPERTIES

Zone 1 ]
Devees i Add devices to the zone!
. s : : B8 Enabile CIP Security

Certificate -

Integrity Only

Integrity Only

[ Gesabie port HTTP {50)
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A& X

1. 7£ FactoryTalk Policy Manager Sfit=H, i%#F Zones,
ZONES 7| 2 RE B XIFHFIZR,

2. 7£ ZONES 57, E&HFE—1 X,

3. RIEFEEAKIEEM.

gy
rrrrrrrr w
PEC Zone u

Add devices to the zone!

IMRFEANXIHBE R F CIP Security 118, NKESEMFRERES BN, BXFERIFIIR KIEFFR

B #F CIP Security BIKE B AR FIZIR R,

ZONE PROPERTIES

s Overvie -~
candes BA2E-CMH 192.164.1.4 Hane (] Zane 3
PC Zone
- L 17S6ENBFIA 192.168.1.5 Mo (]
92168167 Certificate ™ ]

Certifcate

BE=AFERXEPEERETE —
CIP Security #9i&#&.,

BXAXEMNFAEE, BHEL:

FactoryTalk Policy Manager 3R {4 B A ZEBY

FactoryTalk Policy Manager Getting Results Guide, HhRS: FTALK-GR0O01
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iAgl. AAMEETE

SEAKEZE. KE5&&E2ZENUABIXEFHNREZELEENAEEERZ. ELIE. IRFIMAR
SEE, EMREREUALTE,

Bl 6- RAXI - S

[ PC &idi 1

=

= 1 RRNARREREMNR2HEMERA.

FizEp, “RT 175 BN IMNBEIRRXRRRXEZEFENRS. fli, $175 /% 31T7HN8ET
BRRERFE 27 PC XM X1 2 Z B A XIEE XK.

RT1-RLMEE-FE

= Bix
PC X5 Xig 1 Xig 2
PC Xig s 8% 1: KEEXYE | 8%2: KEEX
Xig 1 5% 1 REERHE R iB4e
Xig 2 5% 1 KEZEXY 154 2

(1) BUARIFERTR,
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BESE
1. 7£ FactoryTalk Policy Manager S$fit=#, i%# Conduits,
2. EIRE=L, B8EH [+

CONDWIT PROPERTIES

The Conduit table is where you can add, configure, and
view Canduts @

c.'."-f_a, Add conduits to your model!

*0 A5 Do B

CONDUCT PROPERTIES &1&fTHo
3. 7£ Endpoint 14, 7£ Select an endpoint 3=, % Browse for Endpoint[...],

CONDUIT PROPERTIES

i Add conduits to your model!
Conduits are used io define additionat
Conduits can shiished for the following type of communication

mmunication owside of zones.

+  Zonelo-zone
&5 within Zone 1 (Endpaint 1) trust all assets withn Zone 2
t2) avd alf devices within Zone 2 rust 8l assets within

+  Zone-to-device
Al devices within Zone 1 (Endpoim 1) trust Davice A {Endpoint 2)
and Device A rusts all devices within Zone 1

e B {Endpoim 2}, which is outside
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4. % endpoint,
AAE— I XiEEEE, FEEENSENE —inR.

@ £ Filter 7, AIEARMH—ED, RIIBFEZATENRKR.
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6. 7£ Endpoint2 #1, 7f Select an endpoint 3, i%#¥ Browse for Endpoint[...],

o

COMDUIT PROPERTIES

Select for the conduit

=
ot

e Add conduits to your model!
Conduits ate used ta define additional communication outside of zones
Conduits can be established for the following type of communication:

PE Zore

= Zone-to-zone
Al devices within Zone 1 (Endpomt 1) trust all assets withm Zone 2
{Endpoint 2) and all devices within Zone 2 trust all assats within
Zone 1

Zone-to-deyice

Al devices within Zone 1 (Endpomt 1) tust Device-A (Endpoum Z)
aidd Davice A trusts all devices within Zone )

= Device-do-device
Device A (Endpoint 1) inists Device B {Endpoint 2), which s outside
of jts zone, and Deyice B tusts Device &

ESENF R, HER—TKEHKE.
iEFE—ITKEHRKRE, BEEENFENS KR

9 £ Filter 1, FIEARBRITEI—&RD, RIILASIZATERNIRR.

Select Endpoint
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8.

BE OKo

Select Endpoint

PC Zone

9. ga-:l Nexto

40

o

CONDWIT PROPERTIES

Select endpoints for the conduit

Zoeasty - pozone ([N

Db Add econduits to your model! 22
Conduits are used 1o define additional communication outsids of zones.
Conduits can be establizhed for the fallowng type of communication; —

+ Zone-lo-zone
AN devices within Zone 1 [Endpoint 1) tnest all assets within Zone 2
(Endpoint 2) and all devices Wwithin Zone 2 trust all assets within
Zone 1

»  Zone-to-device

All devices within Zone 1 (Endpaint 1) truss Device A (Endpaint 2}
and Device A trusts all devices within Zone 1

Device-to-device
Device A (Endpont 1) trusts Device B {Endpoint 2), which is oltside
of its zone, and Device B trusts Device A

COMNECTED
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MRBTCIBFZ—TFE, BEEZIE, ME3TIHITE 2 Fib.

BRESE
1. 7% FactoryTalk Policy Manager Sfit=/, 1%# Conduits, AGEEZERLENSE.
@ CONDUIT PROPERTIES Bopi] A, ErmiERENSEE,
'\ EREF—FE, BMIRPEE—NFEUETHEM.
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2. RIBREEAREREM

AR R #B Sz 35 CIP Security, NEZE CIP Security Communication,
7£ 1/0 Data Security and Messaging Security 1, &R &Rz —:
- Integrity only - BFICEHIEFEREEEEN, HIELEXNEE.

- Integrlté&Confldentlall - ATRERTEMURMNEBSENHES, ELFEEENREE
EATUMON | AR EHEE, FREPEENESE,

7 1/0 Data Security &7, 2 None fF1EXT /0 B HITHIIN L 2K E,
BEXSEHHAREER, FEN:

FactoryTalk Policy Manager 3R {4 B. A1 ZEBf
- FactoryTalk Policy Manager Getting Results Guide, HiRS: FTALK-GR001

=] II_,\O
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RGN EE R 2 INEE [ R
22 EIIRIEIR & T REA B B0 FBAR BTN AET AR,

7- ZREM - REWE,

E@\E

MEHCEZ2INEE / RE&E, EMREEMRE, UALS

. BR / BRREEMRIF.

= 8 NEHMEHNREREMR, HREXT REINEEM R,

& 8 - RN - RLTHEEMHRIR

- - - 4

EZENERARERE, fli, BRIEBHMLER

%% 1 ] -] =
K £ FactoryTalk Linx i#ifa EIREXE RE g
Xig = X1 PC Xig; Xig 1 IR
(#1R5 FactoryTalk Linx FO@(ER 2, ) SRR
RE
g% 2 ] -] %=
22 M FactoryTalk Linx i&f3 b= o R2HH
X = X1 PC Xig; Xig 2 - EP
(1R 5 FactoryTalk Linx FO@(ER 2, ) - STERME
- REMN
AEIP (A35F) X /i EXY [ i8&
PC Xig; X1 1-18%& | - Kinetix 5700 3X5h28  (IP #hdk: XXX XXX.XXX.XXX)
8 - ControlLogix 5?80 =528 (1P hik:
XXX XXX XXX XXX
Fal\lcé?vil)gr?(lk - 1756-EN4ATR &R (IP HhE: XXX XXX XXX.XXX)
Manager - PanelView Plus £2if (1P #3E: XXX XXX.XXX.XXX)
(IP 3k - - PowerFlex 755T T47igs  (IP ihiik:

(R #F CIP Security FI& %)

XXX XXX XXX XXX)

XXX XXX XXX.XXX)

X3 2 -18%

- Kinetix 5700 JXGH28 (1P HBHE: XXX XXX XXX.XXX)
- ControlLogix 5580 #=#l2§ (1P hiik:

XXX XXX XXX XXX)
- 1756-ENATR &R (IP HhE: XXX XXX.XXX.XXX)
- PanelView Plus 2R (IP H#3E: X000 XXX XXX XXX)
- PowerFlex 7557 Z4igs (1P #hit:

XXX XXX XXX.XXX)
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BERZLIRE
ERETRE. SEMIERLENE, TUBBERNRLRE,

£ FactoryTalk Policy Manager 84, i Deploy &5, LUfif& FactoryTalk System Services REEL
218, FactoryTalk System Services EEBIETT. FMMIERFIHITIRME,

EEREE AXNENT2REEZHE, UNEUMEEEERENERE, NMSBUEEETER.

—EEEHMETRERE, BIERE LEMEE, NREERRER-KEFHEMIRENEE, SE
RAREENEASEMT2KEHREBENTE,

ERER2REZ A, BARFMAREHATIZTRES, FERENZLENR,

EFBEREMAISE LHEF TR SEEF, LRREARBEE FactoryTalk Policy Manager A
FactoryTalk System Services, dIRHMEBENLZLIRBENEL, MEIXRFEE.

EMERE, BRAUTIE,
1. 7£ FactoryTalk Policy Manager TE#= k£, i#%#% Deploy,

GoconmEcTED x 0 A S Do B

2. &% Deploy WHEE,
REFIRIMNR T BB RN ERENIEE,
BEEREE WRIKRPESETEISE, 1H5PE CANCEL, REREBEFEENRE,
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3.

BERUTESE:

a. \RIER FIt2Fi%4% Deployment SEE,
- AEFEBEEIE Changed device communication ports onlys
OEFEREPNAIRERERHITEESE.

BINEERBRIAEDT, BD Changed device communication ports onlys

b. X FRINEEREREFMESTBERNEERE, HEFUTERZ—,

R REEE:
- During deployment - ZE&f B2, CIP EZEXFAHTIRE LEMITH

S5EEHEN ENMREMN, RESRFETELRNSMEMAER, HEBRIE, ZETRHE

B&N AT iR &
- After deployment - R 2 BRIEEMXEN G EERXAH EFITHGT aNATEEXEERIIRE,
a0, FhEdIIRE AN LB IHEIMBUE M GIERR X ANERIT ARG ER,

BEEES A After deployment 110, Z2HKBERMVATEMNER. NRERSUER
BRERIMNEZDET, WRFZATHANNTRE Z2RBNERANELEE 2 HIETIT.
EXMERT, AR RERINEREPM, EZEPIRMEERR. BIGERFERA After
deployment %17,
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MR RPEERLIFEERF, HETUKEERIITZIIE, WZETHAEESE M.

4. B DEPLOY,

Results ESMEERBLEREM. TAEIERE, FRELCSEKRS, ERFIETHELIZEFBRAII. KK

EiRo

BXRUNAISPERSEEES, 1HE8 N FactoryTalk Policy Manager Getting Results Guide,
HhRS: FTALK-GR0O01,
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BheeiER
TEHEEFNLLEE, B2, BmBENETESRRENEGHITED, UEEHXGESITLTERBFRIFRD,

& 17 FactoryTalk System Services, MRGFLXEREREXBKIEBNEIZA, BIEZEER T, FactoryTalk
System Services B X EHIT/EHE FactoryTalk Services Platform &3 —i2i i,

BEEE WIEAEEANEAEERHN FactoryTalk System Services,

ERMRRE, BERUTHSE:
1. UBEBRSMITAGLRTIED,
2. ERRIRTIEOPRRAN:
cd C:|Program Files (x86)|Rockwell Software|FactoryTalk System Services
3. MAUT@SZ—, BITEMEAIA:
- FTSSBackupRestore -B-PW “password”  (FactoryTalk System Services, hxs 6.11)

- FtssBackupRestore -B-P  “password”  (FactoryTalk System Service, kR 6.20 ESHRZA)
A5 SPRENZEOIEMZ LIRS D. EMEHE, VIURHIZERD,

4, X% backup.zip BRI, ZXHEE7E FactoryTalk Services Platform &9,
A F AT E:
C:|ProgramData|Rockwell|[ RNAServer|Global|RnaStore|FTSS_Backup

@) ZIAER T, ProgramData Xf43ZB2HE1E Windows XX &R EEEEH,

BReREBEEMHEREIZ—R2MUE

BiER Backup.zip XHRFEIZ —R U E UK ZAIFTRR FTSS_Backup XK,

A[FEF FactoryTalk Directory & {73 ¥

FactoryTalk Directory A& 5N AEFNIE ™~ migitEPEIXARS, B1E FactoryTalk System Services [z
FAERF. BIEEIZE FactoryTalk &, UBEERERFHIERRFMILE FactoryTalk &4,

= ERMBE, FactoryTalk Directory &M A BEFREMD X M. HAEEZ TN EARERFS FactoryTalk
Directory &30 H & B2, —BOIETREEE (FTSS_Backup X#%#3¥K) H&EMH, ZXEXRERITE
¥ B &7 FactoryTalk Directory &35,

BxUW{A&ED FactoryTalk Directory BViF4{E 2, EZ I FactoryTalk Security System Configuration Guide,
HhRS: FTSEC-QS001,
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1% & FactoryTalk System Services

k& FactoryTalk System Services, f& FactoryTalk System Services #1EZE:R B2 X1 RIFIK o

EEERE FEEMUTIR:

- SNRE FactoryTalk System Services, M BohififfE 2IRE &0 XK, b, BER
ZeRBEMXARETREMAE, WE 47 TIFTA,
- & FactoryTalk System Services EEEIE R INR,

ERE FactoryTalk System Services #ERE, BERUTHE:
1. Hik backup.zip XA FLUTAE:

C:|ProgramData|Rockwell|RNAServer|Global|RnaStore|FTSS_Backup
2. UEBEARSMTAGIRTEN,
3. T RIRTEOPRREAN:
cd C:|Program Files (x86)|RockwellSoftware|FactoryTalk System Services.

4. AL T®H<$2Z—, 817 FactoryTalk System Services &M ELATE :
- FTSSBackupRestore -R-PW ‘“password”  (FactoryTalk System Services, kg7 6.11)

14
- FTSSBackupRestore -R-P  “password”  (FactoryTalk System Services, HZ 6.20 st EESHkZ)

MEBIEENMEED, REHER -P SHERENEDHITHE, 51527ER,.

AIERERE SR A1 E FactoryTalk System Services $UBEE 7. HI30, EAITFFARZS 6.11 FARkZs 6.20
B E S hZAHI FactoryTalk System Services $3iEEME 14,

BERES 7EMRAE6.11ALRIIRA 6.20 KEShAZE, BINEHNT =FH/REBhCRIRE
(B3 : https://rockwellautomation.custhelp.com/app/home) , FIIRUTXE:
- &3R8 FactoryTalk Policy Manager #1 FactoryTalk System Services B9 CIP
Security 128, JFR T
- REEET CIP Security RESIREIFALKINE FactoryTalk System Service ¥iE, 58t
- THF L FactoryTalk Policy Manager, && T bab

EIWEFER&IAR FactoryTalk Policy Manager.
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il e
MENE, ALK IR AR IR g & PRI R 2 50,

MR R R P HIPR % £ 5RBE

BIfERA LT A7EM FactoryTalk Linx iR & £ 588
- FactoryTalk Policy Manager

M FactoryTalk Policy Manager 7 7£8Y, XM FactoryTalk Linx Piliff R 2 HKEE, £H
FactoryTalk Linx 893+ BHBABHILTE FactoryTalk Policy Manager A,

FactoryTalk Policy Manager 53E{RTEZEER FactoryTalk Linx BB AT LAAIRIZES FactoryTalk
Policy Manager BYiT+EHBI A B,

- FactoryTalk Administration Console

NREFA FactoryTalk Linx BB T A 5iR1ZEE FactoryTalk Policy Manager 893841, MAZER
FactoryTalk Administration Console 753%,

5/ FactoryTalk Administration Console /7%BY, M FactoryTalk Linx RffiBR= £ 5B,

ke, WAUR[E FactoryTalk Policy Manager LUIP&3E%E FactoryTalk Linx i+8#, AEEMIPER
B, NEEMEETTUEMEEERE,

1 FactoryTalk Policy Manager M FactoryTalk Linx )l &< FEH5
1. 7% FactoryTalk Policy Manager Sfit=/, %% Devices, AFIEEFILE.

croryTalc Policy Manages - Saved

PORT PROPERTIES

SELZSEJ el Joe FEx2 152 @
5585

Certicate* OGS
56 5[
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2. EIR&EYIR LT, B2 Delete,

PORT PROPERTIES

0
1756-L85E/8_Rel_joe2 R32152 W
1756-L 85 LOGIXS5A5E Descovery

1
1756-L85E
Certficate” - 1

Mame 1|
Condons " TTSGENMFR
" ITHRENATR 192.168,1.3° PC Zoow®

Ethemet

10 192 80 25

Zone 2

[0 Disable post HTTP (80)

Ol Settrgs

B Delete /7, IRERRBERBHR, B3Iz A T —THHEENENRRENREE,
IREFBERETIRF,

PORT PROPERTIES

1756-EN4TR * b
1756-ENATR Dincovery

Disabled TCP Pon 5
EEN .

This ordpoint fa Bt %010 deietnd i wil have B3
s o,
Ethernet

192 168 1 3

PC Zone

[ Disable poet HTTP (80) *

.

AREFEENEREEEEEEE,

70N

3. XM 44 TUHIRFMAR S AN E R 2R E,
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BT FactoryTalk Administration M FactoryTalk Linx Fffr &< 505

1. AATFENRSEERELR LRI IACS B5h FactoryTalk Administration Consoles
2. TE Explorer &1&JKSEF, 2 Communications &R,

* FactoryTalk Administration Conscle
File View Tools Window Help

H& |
" Explorer
= B FactoryTalk Linx - Desktop, VIEWSE-S3
- 1789-A17, Backplane

@ a5 EtherNet, AB_ETH-1

a-#s Etherhet, AB_ETHIP-1

@ o Etherhlet, Ethernet

@ aa EtherNet, LEVELZ plcS
@& EtherNet, LEVEL3_SITE_OPs

FactoryTalk Linx Instance01 Server

Mode: Onli
Appiicke o R

o —

3. A#E T FactoryTalk Linx 3% Properties,

& FactoryTalk Administration Censele
File View Tools Window Help

H& | =

® ;"; ahm Aﬂ I;TH 1
w-a EtherNet, AB_ETHIP-1
% & EtherNet, Ethernet

w-ua Etherblet, LEVELZ pleS
w & EtherMet, LEVEL3_SITE_OPs

¥ 27 Device Properties SHEHE,
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4, BEMUATHE:
a. B & CIP Security I+,
b. B Reset CIP Security,
c. B OK,

Device Properties X
— Mv

CIP Security Configuration State Unknown!

Defaut / Disabled Settings
Q[ resstcPsecmy | )

@ Cancel Poply Help

B X NfafEA FactoryTalk Administration Console WEZE 8, 52 WAL,
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Mig&PRIbRR £ RS

AILUEA T AENGEP IR 2R
832 FactoryTalk Policy Manager - It 7555 B F N IEDL,
I 1 - BRRER 2R,
- ‘5'6155 2 - NR2ER RIS
FactoryTalk Policy Manager 73 {R7E1& & 0] LLIA A3 H FactoryTalk Policy Manager B+ BB A
B
g EBEARINE LB,

NRIGHE T X IREEER FactoryTalk Policy Manager BT E M, NIRTAERLEAS %,

817 FactoryTalk Policy Manager M 1% & il &£ %85 - 207 1
1. 7% FactoryTalk Policy Manager Sfii=/, %% Devices, AFEEFILE.

PORT PROPERTIES

.........
56L35Ll‘| hel_loe 2 32,152 b
GIXEBESE

?56—L35E

Zone 2

[0 Disable post HTTP (80)

27~ PORT PROPERTIES,
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2. 72 Policies XigiH, EISEMNREHK,
£ Zone 1, i%#F Unassigned Z{K/Z A CIP Security BIX 5,

PORT PROPERTIES

iy
Zoows
|| Ham n Mgt d =
o VTSEENATR @

Conduns " TTERENSFR 192.168.1.2° Zone 3 Certsicate* 1755ENATR Descovery

. o

3. RMEE 44 TUTHaFMAN S A ME R 2RE, AREFEENERNEEEEEE,
RERERBEENT.

2817 FactoryTalk Policy Manager M iR & # 5 5= Fhs - 20T 2
1. £ FactoryTalk Policy Manager Sfif=H, i%#¥ Devices, AEEIZFIEE.

PORT PROPERTIES

0
Netwark iden Zam Authensication Method Désabled TCP Port Condus
m 1756-L85E/8_Rel_loe2 R32.152 &

Condons " TTSGENMFR 192.168.1.2° PC Zone® Certicate* 1 1756-L 85E LOGIXS585E Descovery

1756-L85E
2 - S 1

Ethemet

10 192 80 25

Zone 2

[0 Disable post HTTP (80)

Ol Settrgs
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2. EIR&EYIR LT, B2 Delete,

1 ! PORT PROPERTIES

: ) 1756-L85E/8_Rel_loe2 R32.152 & o]
" TTEREN4FR 16817 C Zone® Sicate* "

B
1756-L 85 LOGIXS5A5E Descovery
1756-L85E
" ITHRENATR 192.168,1.3° PC Zoow® Certficate” - 1
Ethernet

10 192 80 25

Zone 2

[0 Disable post HTTP (80)

Ol Settrgs

2 4617 o B

ffﬁj%eql:ete B, RESFREEREHR, Bz, BEFHNZ2RBENREE, REEFEBETR
£5! o

PORT PROPERTIES

17S6ENATR @
1 1756-ENATR

PC Zone® Certsicate*

This oraipoint ba Dot 10 1 deletid 1wl v iy
security o

revere,

Ethernet

192 168 1 3

PC Zone

[ Disable poet HTTP (80) *

3. M 44 TUHaFMAN S AME R 2RE, AREFEENZERNEEEEEE,

EEREE MR Deploy BRNRETARRLERNE AP AREE, USARMG ERLRHER
B,

B E/RENERY SECURE-AT001B-ZH-P- 2021 £ 8 A 55



HB3=E CIP Security 21712
B IFIREZ (T FIH) UKD, MREFHGFZ L Fh

PR EEUNET BIMNRE, NMMILEFRRFRE 2R,

EEER RSN BRNRENSGEURESMEELTH BRIANRSHNFHE FHEE.,
ERIREEMNE BARSURRR RIS Z AT, IEERE LA EERN IACS ERHIFME,
Rig&EMNH BIARSEIgER LS CIP Security TXBI A RFIMEN RS,

BRIMTFIEEMAH BARSHER, BELIZIRERNRAXE,

BASKhZIF CIP Security B9ig&

FESLIL T CIP Security B9 IACS H1, 2L T B ER CIP Security FREIR T, EXFMERT, BRIZEHILE
MEESRRILEER, Fl0, 18R IP ithit,

BRBEUTSE:

1. MIFARIBIEE S WEBHERE,

2. BIMgEIEEIINE,

3. 7f FactoryTalk Policy Manager Sfit=H, %% Replace Device,

ctonyTalk Policy Manage: - Saved

PORT PROPERTIES

1756-L85E/8_Rel_loe2 R32_152

756-LB5E LOGIXES!
756-L85E

4. HITFHINEERN, ERMANEMKREPRIEO LRISERE, RS Deploy,

Deploy Configuration to Replaced Device ? X

O During policy deployment

O After deployment
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CIP Security LR {GIZE44

TN LBEIRIM CIP Security ™ B9 IACS =,

SEIRYE—R ER

7 CIP Security SEMIBYSE—FNER, BIRITEN (PC) KEFAE IACS KIBIZ BINRBERE, BIEMNE2ZER
/%?%—JLH‘E o

EXBETREBRESTEM CIP ™Security BMEMNEZER, BENE 1301 “Z2#HEER ™ .

BiEHFRITENXKESS IACS KEZE@ERE, EARE Windows 1#{FRANKSEHREEFE T I,

EIMER, STRUATES:
- BIEXIE
- PIEXEEKESE
- BPEL PR

el X

SIEXIGAFAEERIR®E, BIESHF CIP Security BNIZ&MA 15 CIP Security BYi& &,
- PCX1E (FactoryTalk® its=BR53 2840 T2 MG [EWS])
- BgXIA (FFESXiE)
- BrxXiEB (1/0 Xig)
- BT C (3EHI28XE)

BEEE ATHHRFIKIEEMATFE—FM /VLAN A,
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8 - CIP Security 224 - Xi%

PC X3
) -
FactoryTalk Policy Manager
FactoryTalk System‘Services Studio 5000 Logix Designer®
FactoryTalk Linx I""" FactoryTalk View
i
BrTXig A HrTXiE B
o = -
e

Ei =
BE

L85_Linel
1756-EN4TR 1Rk

%ﬂ\%ﬂ
I

1783-CSP Proxy

1 1 L

1734-AENTR

i i 5

(=] (mm]f e}

TER Kinetix® 5700 Kinetix 5700
POINT I/O™ servo drives_1 servo drives_2
(SRR

L85_Motion
1756-EN4TR 1&31R

| B 2 =] ] =] 2
- [ g L} L} — L} L]
e - | — -
[] [] [] []
PanelView ™ Plus PanelView Plus £
terminal_1
PowerFlex® PowerFlex PowerFlex PowerFlex
755T THhigs 755T Z4m2s 755T THhigs 755T ZL4azs
X I B EEXHNIGENL LM,
RO- BB - X
PC XigERt BrXigA BrXigB BrXigC
FactoryTalk Linx()
FactoryTalk Policy Manager |L85_Linel Kinetix 5700 servo drives_1 [L85_Motion

FactoryTalk System Services

Studio 5000 Logix Designerl)
FactoryTalk View

1756-EN4TR &R

1783-CSP f{IE

1734-AENTR #&32(2)

PanelView Plus terminal_l(z)

PowerFlex 755T Z5 4728

PowerFlex 755T Z547igs

Kinetix 5700 servo drives_2

1756-EN4TR &k

PanelView Plus £ (2

PowerFlex 755T Z54figs

PowerFlex 755T Z547igs

(1) ZBARHTERER—ERSEE /RN L.

(2) %I EARZFF CIP Securityo
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HEXKEEXINSE
1. QIRKEHERKESE, LUEM FactoryTalk Linx #3BARS88A0 PC RKIFH TI2ITIEHR CIP RELERET
BHBTESE AL Bl C AIHNIEH SR,
- PC REBESTRE A
- PC REESTX B
- PC REFES TR C

9 - CIP Security 2243 - 8%

FactoryTalk Policy
Manager
FactoryTalk System
Services
FactoryTalk Linx

Studio 5000 Logix
Designer
FactoryTalk View

A

\j

L\

ByTXig A BrxXiEB X C
- - oo
L.r_ia F AT, = ——1—
O O [ )| ﬂz
o . ==
L85_Linel e o L85_Motion
1756-EN4ATR 123 2| ] 1756-EN4TR &R
1734-AENTR e
1783-CSP Proxy IR Kinetix 5700 Kinetix 5700
POINT I/O servo drives_1 servo drives_2
IR
= C = = = o = =
- - L} L} — [ L} L]
o = lemee PR s [ [
| = [] ] s b= ] []
PanelView Plus PanelView Plus £&i
terminal_1
PowerFlex PowerFlex PowerFlex PowerFlex
755T THALS 755T LHnzs 755T THALS 755T Z4ngs
= 10 RIMRMARSESEMN T2 ERG,
R®10- R25EMk - SE
= Bi7
* PC Xi3 PTXigA PXidgB gXig C
PC Xig s SE1: KEERE | 882 KEERE | 8%3: KEERHE
BrXigA S§E 1 XIIEXI fIF B4 14
BrXigB SE 2 KBEXE B4 AT B4
BrXigC SE 3 XIGEXI B4 B4 AT

(1) BABER.
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RRESERERME

BEUTAREEERIERIEEREENSERS KR!
FactoryTalk Linx M5 £ TXIiF A (ITHI23X15) HHY ControlLogix® 5580 1= H#l2% Z i8l,
FactoryTalk Linx RF 52 tXE B (1/0 X&) AHY Kinetix 5700 X528 2 iEl,

@it 1756-EN4ATR @{S1E1R, M FactoryTalk Linx 2R EIB TR C (FHI2RXIE) S
ControlLogix 5580 1= #1288,

&, AR —MM PC X EIFRZF CIP Security BIIEEMED IP #lEM IR,
10 - CIP Security 32 - SER SR

FactoryTalk Policy Manager
FactoryTalk System Services
FactoryTalk Linx

Studio 5000 Logix Designer
FactoryTalk View

Y ~ =
= o\ ==
| EEREA gREEC
[ - | | - ey Tt
= 1= S==
== TED=
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